Appendix 1.14.2

POTENTIAL BUSINESS RISKS AND POSSIBLE ACCOUNTING CONTROLS


	Receipts Cycle

	
Risk 1

Cash is received and recorded in the accounting records but not banked

Possible Controls

1.	All cheques and cash received in the mail are promptly recorded 

2.	Monies are regularly banked (ideally daily)

3.	Bank reconciliations are regularly prepared and are reviewed by a responsible official who 	also reviews long outstanding lodgements


	
Risk 2

Cash is received but not banked or recorded in the accounting records

Possible Controls

1. All cheques and cash received in the mail are promptly recorded	

2. A responsible official, with at least one other person, opens incoming mail, on arrival

3. Pre-numbered receipts are prepared on receipt of cash and are subsequently accounted for

4. Till rolls are adequately controlled

5. Control is established over miscellaneous cash receipts from vending machines, etc.

6. Payments out of cash receipts are adequately controlled or forbidden

7. Overdue accounts and credit balances on the sales ledger are promptly followed up

8. Customer queries are dealt with promptly by an independent person





	Receipts Cycle (continued)

	


Risk 3

Cash is received and banked but not recorded correctly in the accounting records

Possible Controls

1. All cheques and cash received in the mail are promptly recorded

2. A responsible official, with at least one other person, opens incoming mail, on arrival

3. Control is established over miscellaneous cash receipts from vending machines etc.

4. Bank reconciliations are regularly prepared and are reviewed by a responsible official

5. Overdue accounts and credit balances are promptly followed up

6. Customer queries are dealt with promptly by an independent person

7. Bank accounts are reviewed regularly for electronic receipts and these are agreed to the customers’ sales ledgers and remittance advices





	Payments Cycle

	
Risk 1

Errors in payments go undetected 

Possible Controls

1.	Physical controls exist over unused and spoilt cheques

2.	Two signatories are required on each cheque or on cheques above a certain amount

3.	Cheques are compared with backing documentation before being signed

4.    An official list of authorised cheque signatories is maintained and periodically agreed to the information held at the bank

5.	Actual expenditure is reviewed against budget

6.	Electronic payment authorisations are agreed to bank statements to ensure that the payment has been correctly actioned

7.   Suppliers’ statements are regularly reconciled and authorised by a responsible official


	
Risk 2

Payments can be recorded in the accounting records but are not actually made.

Possible Controls

1.	Physical controls exist over unused and spoilt cheques

2.	Cheques are sent out promptly after being written

3.	Suppliers’ statements are regularly reconciled and authorised by a responsible official

4.	The bank accounts are regularly reconciled and authorised by a responsible official





	Payments Cycle (continued)

	
Risk 3

Payments can be made that are not recorded in the accounting records

Possible Controls

1. Differences on bank reconciliations are promptly followed up

1. Suppliers’ statements are regularly reconciled to the books of account

1. Authorisation of electronic payments are documented  

1. Disbursements from unbanked cash are forbidden or strictly controlled




	Revenue Cycle

	
Risk 1

Goods can be dispatched to bad credit risk customers

Possible Controls

1.	Adequate investigation is carried out of new customers’ credit worthiness

2.	Credit limits are set and adhered to for existing customers

3.	Insurance for irrecoverable receivables is taken out and the terms adhered to

4.	Regular independent investigation of overdue accounts is carried out

5.	Letters of credit are obtained for high risk or overseas customers or upfront cash payments are obtained


	
Risk 2

Receivables’ accounts are improperly credited 

Possible Controls

1.	Credit notes are pre-numbered and properly authorised by a senior official

2.	Cash or trade discounts taken are checked to be in accordance with sales terms

3. Irrecoverable receivables written-off are authorised by a senior official

4. All other journals, such as contras, are authorised by a senior officer

5. Customer queries and overdue accounts are promptly reviewed (i.e. to identify the issue longer term)


	
Risk 3

Goods can be dispatched but not invoiced or vice versa

Possible Controls

1.	Pre-numbered dispatch notes are matched with sales invoices

2.	Adequate safeguards exist over the security of stores, and access to dispatch areas

3.	There are adequate procedures for non-routine sales (e.g. scrap, staff sales, property, plant and equipment, disposals etc.)

4.   Gross profit margins are actively reviewed by a senior officer





	Revenue Cycle (continued)

	
Risk 4

The wrong goods are despatched to a customer

Possible Controls

1.	Dispatch notes are agreed to original order

2. Customer signs goods received note on delivery of goods


	
Risk 5

Sales invoices can be wrongly recorded or charged

Possible Controls

1.	Regular independent investigation of overdue accounts is carried out

2.	Pre-numbered dispatch notes are matched with sales invoices

3.	Invoices are checked independently for prices, calculations and casts

4.	Sales invoices are pre-numbered and a subsequent sequence check is carried out

5.	Adequate cut-off procedures are in operation at the period-end

6.	An authorised price list is used when preparing invoices

7.	Any discounts are authorised before sales invoices are prepared





	Expenses Cycle

	
Risk 1

A liability can be recorded but goods or services are not received 

Possible Controls

1.	Suppliers’ invoiced are matched with goods received notes and purchase orders for type, quantity and priced

2.	Goods are examined on receipt for quality and quantity (i.e. to ensure if only a part 	delivery this is noted)

3.	Control exists over goods or sales delivered direct to sub-contractors or customers

4.	Purchase orders are pre-numbered to prevent duplication

5.	Proper authorisation procedures exist for services


	
Risk 2

A liability for goods or services can be incurred but not recorded in the accounting records

Possible Controls

1.	Goods are received at a central receiving point

2.	Pre-numbered goods received notes are made out immediately on receipt

3.	Goods received notes are periodically agreed to purchase orders

4.	Goods received notes are matched to invoices and unmatched invoices are investigated

5.	Regular independent reconciliation of suppliers’ statement is carried out

6.	Supplier account codes and nominal ledger codes are noted on purchase orders

7. Suspense accounts are regularly investigated and cleared

8.	Analytical procedures are undertaken

9.	Lists are maintained of suppliers who are slow to invoice

10. Gross and net profit margins are reviewed by a senior officer

11. Unfulfilled purchase orders are frequently investigated





	Expenses Cycle (continued)

	
Risk 3

Liabilities for goods or services are wrongly recorded or classified

Possible Controls

1.	Regular independent reconciliations of suppliers’ statements are carried out

2. Suppliers’ invoices are checked for prices, calculations and correct accounting classification

3.	Adequate cut-off procedures exist at period-end

4.	Invoices are matched with goods received notes prior to processing in the accounting records

5.   Invoices are agreed to quotes or standard price lists


	
Risk 4

Goods or services can be ordered without authorisation

Possible Controls

1.	Purchase orders are authorised by a responsible official

2.	Formal ordering limits exist

3.	Pre-numbered purchase orders are used for all purchases of goods and services

4.	A list of approved suppliers is maintained

5.	Control exists over goods or services delivered direct to sub-contractors or customers


	
Payroll Cycle

	
Risk 1

Payroll could be overstated

Possible Controls

1.	Personnel records are maintained independently of the payroll department

2.	Written authority is required for all additions to and the payroll

3.	Written authority is required for all rate and status changes

4.	Payrolls are reviewed and authorised by a responsible official

5.	There is physical control over personnel and payroll files

6.	If the payroll system is computerised access is denied to non-authorised individuals


	
Risk 2

Employees can be paid for work not done

Possible Controls

1.	Time records are checked and authorised before being passed to the payroll department for payment

2.	Holiday pay, overtime, bonuses, sick pay, etc. is checked and authorised before payment

3.	Unclaimed wages and pay packets are controlled independently of the payroll department


	
Risk 3

Payroll deductions can be incorrectly recorded

Possible Controls

1.	Payroll deductions are reviewed and authorised by a responsible official

2.	The calculation of deductions is checked by another employee

3.	Notice of coding, written employee authorisations, etc. exist to support the individual deductions made

4.	Software is updated regularly for changes in payroll taxes rates and bands
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